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Dishfire/Prefer
Collection of SMS metadata/content

Mainway
Collection of 
US telephone metadata

9%9%9% of all of all of all 
internet trafficinternet trafficinternet traffic

in in in 201120112011

181.280.466181.280.466181.280.466
new data points new data points new data points 

in in in 303030 days days days

1.81.81.8 millions  millions  millions 
unique users unique users unique users 

photos in photos in photos in 
6 months 20086 months 20086 months 2008

Marina
Collection of internet/
computermetadata

Upstream
Collection of internet/
telephone/fax metadata 
and content

Moscular
GCHQ broke with help of the NSA in the 
private cloud networks of Google and 
Yahoo. 

All Google and 
Yahoo service

1Y 5Y

5Y

All AOL, Apple,Facebook, Google,
Microsoft, PalTalk and Yahoo services

Optic Nerve
The GCHQ collected images of Yahoo 
webcam chats from 2008 until 2012.

The agency gather information of 1.8 
Million Yahoo costumers in a six months 
period in 2008. 

Yahoo! Screen

FAX
METADATA
Phone number sender/receiver
Time/date of Fax

CONTENT 
Fax text

SMS
METADATA
Phone number sender/receiver
Serial number of SIM card
Serial number of devices
Time/date of SMS

CONTENT
Message text

METADATA BASED ON 
CONTENT
Missing call alerts
Network roaming alarms
Attached electronic 
business cards
Route information

Blogs
Blogger

Calendars/Events
Google Calendar, Yahoo Calendar

Chats
Google Hangout, Yahoo Messenger

Cloud/Stored data
Google Drive

Email
Gmail, Yahoo Mail

Forums
Google Groups, Yahoo! Groups, 
Yahoo Answers

Internet telephone
Google Voice, Yahoo Voice

Photo Collection
Picasa Web Album, Flickr

Search engine
Google Websearch/Imagesearch
Yahoo Search

Social networking
Google+

Text Hosting
Google Docs, Yahoo Notepad, 
Yahoo Bookmarks

Video Hosting
Youtube

Video conferencing
Google Hangout
Yahoo! Screen

Web Analytics
Google Analytics

Email
METADATA
Name sender/receiver
Email sender/receiver
IP address
Date/time
Unique id of email and related 
emails
Mail client header formats
Read recipient request
Number and size of attache-
ments
Size of email
Encrypted

CONTENT
Message text
Attachments

METADATA BASED ON 
CONTENT
Address Footer

TELEPHONE
METADATA
Phone number caller/receiver
Serial number of devices
Serial number of SIM card
Time/date of call
Duration of call
Location including GPS data

CONTENT
Audio

INTERNET

SURVEILLANCE PROGRAMSURVEILLANCE PROGRAMS1

SURVEILLANCE DATA2

SURVEILLANCE TECHNICS AND INFORMATION3

SURVEILLANCE MATRIX4

Blogs
Blogger

Calendars/Events
Yahoo Calendar, Google Calendar

Chats
Skype, Yahoo Messenger, Google Hangout,
Facebook, PalTalk, AIM, iMessage

Cloud/Stored data
OneDrive (SkyDrive), Windows azure,
Google Drive

Email
Outlook (Hotmail), Gmail, 
Yahoo Mail, Aol Mail

Forums
Yahoo! Groups, Google Groups,
Yahoo Answers

Internet telephone
Skype, Yahoo Voice, Google Voice, 
Facebook

The NSA gets live notification 
from some providers like 
logins or even monitoring 
current text or voice chats.  

USER 
METADATA

Username
Name
Email
Address

Register day
Last Login IP
billing information
Length of service

Photo Collection
Flickr, Picasa Web Album, Facebook

Search engine
Bing, Yahoo Search, Google 
Websearch/Imagesearch, Aol Search

Social networking
Windows Live, Google+, Facebook

Text Hosting
Office 365, Yahoo Notepad, 
Yahoo Bookmarks, Google Docs

Video Hosting
Youtube, Facebook

Video conferencing
Skype, Yahoo! Screen, Google Hangout, 
Facebook, PalTalk, FaceTime

Web Analytics
Google Analytics

/ ONLINE FILES

SOURCES

PHOTO
METADATA
create date and time
camera model
camera settings
photo size and resolution
gps location

CONTENT
photo

VIDEO
METADATA
create date and time

CONTENT
video

AUDIO
METADATA
create date and time

CONTENT
Audio

TEXT
METADATA
create date and time

CONTENT
text

Prism
The NSA used this program to request data via selectors (email 
address, name, telephone number or other methods to identificate 
people or groups) of the leading US internet companies.

MASS SURVEILLANCE 
OF NSA/GCHQ 

trillionstrillionstrillions
of phoneof phoneof phone

callscallscalls

Surfing
METADATA
Url
Activity including pages visited
Time/date
IP address
Internet service provider
Device hardware details
Operating system
Browser version
Locally stored data

CONTENT
text
filestream

METHODS

Text/keyword analysisFacial recognitionVoice recognition

/  INTERNET SERVICES

Blogs
METADATA
User name
Time/date
Tags/categories
Photo metadata

CONTENT
Text
Links
Photos
Other files

Calendars/Events
METADATA
Username
Time/date
Location
Contacts

CONTENT
Text

Chats
METADATA
Username of sender
IP address of sender
User name of receiver(s)
Time/date
Numbers of messages
Photo metadata

CONTENT
Message Text
Photos
Other files

Forums
METADATA
Username
IP address
Time/date
Tags/categories
Photo metadata

CONTENT
Message Text
Photos
Other files

Internet telephone
METADATA
Username of caller
IP address of caller
User name of receiver(s)
Time/date
Length of call

CONTENT
Audio

Photo Collection
METADATA
Username
Time/date
Tags/categories
Photo metadata

CONTENT
Photo
Image text

Text Hosting
METADATA
Username
IP address
Time/date
Tags/categories

CONTENT
Text
Links

Video Hosting
METADATA
Username
IP address
Time/date
Tags/categories

CONTENT
Video

Video conferencing
METADATA
Username of caller
IP address of caller
User name of receiver(s)
Time/date
Length of video call

CONTENT
Video

Web Analytics
METADATA
Username
Domains
Website user data
with IP addresses

Social networking
METADATA
Username
Contacts/Groups

CONTENT
Tags/Categories/Likes
Photos
Video
Links

Cloud/Stored data
METADATA
Username
Contacts

CONTENT
Photos
Video
Audio
Text
Personal data (passwords,bills)
Other files

INFORMATION
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and contentand content
telephone/fax metadata telephone/fax metadata telephone/fax metadata 
Collection of internet/Collection of internet/Collection of internet/
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Searching
METADATA
Search subject
Search results
Visited pages

UNTARGETED

BY CHRISTIAN GROSS

+ all untargeted data
TARGETED ANALYSING & VISUALIZING DATA

VISUAL ANALYSISVISUAL ANALYSISVISUAL ANALYSIS
FORFORFOR  SURVEILLANCE SURVEILLANCE SURVEILLANCE

Dishfire/Prefer
http://www.theguardian.com/world/2014/jan/16/nsa-collects-millions-text-messages-
daily-untargeted-global-sweep

Marina
http://www.theguardian.com/world/2013/sep/30/nsa-americans-metadata-year-documents

Mainway
http://usatoday30.usatoday.com/news/washington/2006-05-10-nsa_x.htm
http://www.democracynow.org/2006/5/12/three_major_telecom_companies_help_us
http://theweek.com/article/index/245285/how-the-nsa-uses-your-telephone-records

Upstream
http://www.washingtonpost.com/wp-srv/special/politics/prism-collection-documents/
http://electrospaces.blogspot.fr/2014/01/slides-about-nsas-upstream-collection.html
https://www.aclu.org/files/assets/fisc_opinion_10.3.2011.pdf

Muscular
http://www.washingtonpost.com/world/national-security/nsa-infiltrates-links-to-yahoo-google-data-
centers-worldwide-snowden-documents-say/2013/10/30/e51d661e-4166-11e3-8b74-d89d714ca4dd_story.html

Optic Nerve 
http://www.theguardian.com/world/2014/feb/27/gchq-nsa-webcam-images-internet-yahoo

Prism
http://www.theguardian.com/world/2013/jun/06/us-tech-giants-nsa-data
http://apps.washingtonpost.com/g/page/national/inner-workings-of-a-top-secret-spy-program/282/

Metadata
http://www.theguardian.com/technology/interactive/
2013/jun/12/what-is-metadata-nsa-surveillance
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