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US telephone metadata
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Sy METADATA : METADATA

. Phone number caller/receiver

Phone number serder/receiver

! Serial number of STI.M card
Serial number of dbvices

Time/date of SMS

B ® Message text 3
L]
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CONTENT

METADATA BASED ON“.
CONTENT KR
Missing call alerts O
Network roaming alarms

Il Attached electronic

business cards
Route information

INTERNET

Serial number of devices
Serial number of SIM card

Time/date of call

Duration of call
Location including GPS data

CONTENT
Audio

Tt FAX

METADATA
Phone number sender/receiver

Time/date of Fax

CONTENT
Fax text
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Email —<--------

METADATA
Name sender/receiver
Email sender/receiver
IP address
Date/time
I Unique id of email and related

emails
Mail client header formats

Read recipient request
Number and size of attache-

0 ments

Size of email
Encrypted

CONTENT

PBl® Messagetext

I Attachments

METADATA BASED ON
CONTENT

.‘ Address Footer

PHOTO <"

METADATA

create date and time
camera model
camera settings

photo size and resolution

gps location

CONTENT
photo

TEXT

METADATA
B create date and time

CONTENT

Beé ctext

/ ONLINE FILES

METADATA

url
Activity including pages visited
Time/date

IP address

Internet service provider
Device hardware details

Locally stored data

Operating system
Browser version

CONTENT

text
filestream

Searching —as:::-

METADATA
Search subject
Search results
Visited pages

METADATA
B create date and time

CONTENT

. video

AUDIO

METADATA
B create date and time

CONTENT

Bl Audio

Moscular

GCHQ broke with help of the NSA in the
private cloud networks of Google and

Yahoo.

All Google and

Yahoo service
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/ TARGETED

COMPANY SERVICES *

Photo Collection®,

Optic Nerve

The GCHQ collected images of Yahoo
webcam chats from 2008 until 2012

The agency gather information of 1.8
Million Yahoo costumers in a six months

period in 2008.

Yahoo! Screen

MASS SURVEILLANCE
% NSA/GCHQ

SURVEILLANCE PROGRAM

Prism &

The NSA used this program to request data via selectors (email
address, name, telephone number or other methods to identificate

people or groups) of the leading US internet companies.

All AOL, Apple,Facebook, Google,
Microsoft, PalTalk and Yahoo services

LIVE
MONITOR-

ING

USER
METADATA

The NSA gets live notification Username Register day

from some providers like Name Last Login IP

logins or even monitoring Email billing information
B Address Length of service

current text or voice chats.

TARGETED

Blogs

Blogger

Google Calendar, Yahoo Calendar ,*
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Chats -

Google Hangout, Yahoq.1\'4essenger
o

Cloud/stgted data

Google Drive *

Email’
Gmail,.v'ahoo Mail

Forums
'Google Groups, Yahoo! Groups,
o’ Yahoo Answers ___..-

Google Voice, Yahoo Voice

Internet telephone

Blogs

Blogger Picasa Web Album, Flickr .

Calendars/Events  _...--- Search engine
Google Websearch/Imagesearch s

Video conferenci,r.}g',.o"

Google Hangout
Yahoo! Screen —dl===%3"

Web Anatytics

Google Anghftics

Calendars/Events......----

Yahoo Calentja_u;.Geogl’e'éa.tlendar
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Yahoo Search 3
Social networki ng . It Skype, Yahoo Messenger, Google Hangout,
Google+ ‘. 02 Facebook, PalTalk, AIM, iMessage
Text Hosting Y Cloud/Stored data
Google Docs, Yahoo Notepad, '-. e OneDrive (SkyDrive), Windows azure,
Yahoo Bookmarks 2 e Google Drive
Video Hosting 3 UUUURURURORRSORELETEELEECEE = o F- 1]
Youtube ___.,,..----"".:-":? Outlook (Hotmail), Gmail,
o Yahoo Mail, Aol Mail

o

Forums

Yahoo! Groups, Google Groups,
Yahoo Answers

Internet telephone

Skype, Yahoo Voice, Google Voice,
Facebook

Cloud/Stored data

Blogs Calendars/Events Chats
METADATA METADATA METADATA METADATA
User name I Username . Username of sender . Username
Time/date Time/date . IP address of sender Contacts
Tags/categories Location User name of receiver(s)
Photo metadata Contacts B Time/date CONTENT
Numbers of messages B Photos
CONTENT CONTENT Photo metadata B Video
l: Text Heée rext B Audio
Links CONTENT e Text
Photos ‘ Message Text Personal data (passwords,bills)
Other files Photos Other files
Other files

Text Hosting

.
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- Photo Collection

Internet telephone

METADATA
Username of caller
IP address of caller

Time/date
Length of call

CONTENT

. Audio

Video conferencing

METADATA
Username of caller
IP address of caller

Time/date
Length of video call

CONTENT

. Video

User name of receiver(s)

User name of receiver(s)

METADATA
Username
Time/date
Tags/categories
Photo metadata

CONTENT

B Photo

B mage text

METADATA
Username
Domains

Website user data
with IP addresses

Social networking

METADATA METADATA
. Username Username
Contacts/Groups IP address
Time/date
CONTENT Tags/categories

B Tags/Categories/Likes
CONTENT

[ ] Photos
[ ] Video Be et
B inks B tinks

Web Analytics

COMPANY SERVICES

Photo Collection

Flickr, Picasa Web Album, Facebook

Search engine
Bing, Yahoo Search, Google
Websearch/Imagesearch, Aol Search

Social networking

Windows Live, Google+, Facebook

Text Hosting

Office 365, Yahoo Notepad,
Yahoo Bookmarks, Google Docs

Video Hosting

Youtube, Facebook

Video conferencing
Skype, Yahoo! Screen, Google Hangout,
Facebook, PalTalk, FaceTime

Web Analytics

Google Analytics

Forums

METADATA

Username

IP address
Time/date
Tags/categories
Photo metadata

CONTENT
Message Text
Photos
Other files

Video Hosting

METADATA
Username

IP address
Time/date
Tags/categories

CONTENT

. Video

VISUAL ANALYSIS
22 SURVEILLANCE

3 SURVEILLANCE TECHNICS AND INFORMATION

METHODS

4
Facial recognition

Voice recognition
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Who?
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Text/keyword analysis
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4 SURVEILLANCE MATRIX

Who?

Who?

With who ?
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What/Why?

4
With who ? Where? When? How much ?
With who ? Where? When? How much ?
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What/Why?

What/Why?

TOPIC 2

TOPIC 5

TOPIC 7



